Mopaynb "MoH

JNMekuna N=22




Bo4vapos Punvnn

PykoBoauTenb LLEHTPAa MOHUTOPWHIA U
HabnopgaemocTtn B MTC Digital

3aHuMMatocb pa3paboTkon







—lrican

PagerDuty
Service Discovery OpsGenie

A
instrumented

service clientlib

Eget targets

send notifications

Prometheus
third-party

Se rVICG exporter scrape

4 Alertmanager

send alerts

device

exporter

Querying

Web Ul
query 9 Grafana

¥ PromLens




PopmaT veTpuK Prometheus
(OpenMetrics)

< C @ @ localhost:3000/metrics

# TYPE http_ server_ requests_total counter

# HELP http server requests_total The total number of HTTP requests handled by the Rack application.
http server requests total{code="200",method="get",path="/"} 1.0

# TYPE http_server request_duration_seconds histogram

# HELP http server request duration seconds The HTTP response duration of the Rack application.
http server request duration seconds bucket{method="get",path="/",le="0.005"} 0.0

http server request duration_ seconds bucket{method="get",path="/",le="0.01"} 0.0

http server request duration seconds bucket{method="get",path="/",le="0.025"} 0.0

http server request duration seconds bucket{method="get",path="/",le="0.05"} 0.0

http server request duration_ seconds bucket{method="get",path="/",le="0.1"} 0.0

http server request duration seconds bucket{method="get",path="/",le="0. 25“} 0.0

http server request duration seconds bucket{method="get",path="/",le="0.5"} 1.0
http server request duration seconds bucket{method="get",path="/",1 ="1'} 1.0
http server request duration seconds bucket{method="get",path="/",le="2.5"} 1.0
http server request duration seconds bucket{method="get",path="/", le— 5"} 1.0

http server request duration seconds bucket{method="get",path="/",le="10"} 1.0
http server request duration seconds bucket{method="get",path="/",le="+Inf"} 1
http server request duration seconds sum{method="get",path="/"} 0.251396

http server request duration seconds count{method="get",path="/"} 1.0

# TYPE http_ server_ exceptions_total counter

# HELP http server exceptions total The total number of exceptions raised by the Rack application.




Mopenb naHHbiIX Prometheus

Time Series |ldentifier Samples
http_requests_total {job="nginx",instance="10.0.0.1:443"} —p (LT (12 v 2) o
http_requests_total {job="nginx",instance="10.0.0.2:443"} —>» (t1, v1), (12, v2), ...
http_requests_total {job="nginx",instance="10.0.0.3:443"} — (t1, v1), (t2, v2), ...

Metric name... Labels... timestamps: int64 in ms...



NMpaBunbHO BbiBmpaem pa3spe3bi =
MeTpUukK

MeTtpuka action_duration_ms — Bpems pabotsl metoga REST API

MeTKku:

 productID 90 npogyKTOB X
 tenantiD 2 KOHTYypa X

e serviceName 10 cepBKcoB X

e controller 2 KOHTposnnepa X
 action 10 meTogoB

NUTtoro Cardinality = 36 000
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Mopenb AoaHHbIX
Prometheus

« Counter — kon-Bo 0bpaboTaHHbIX 3aNPOCOB
« Summary — Kon-Bo 3anpocos, obpaboTaHHbIX 3a nocnegHue 10

MUHYT

 (Gauge — Kon-BO 3anpocoB B o4yepegn
. | — Mo OJINTENbHOCTU
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MHCTpYMEeHTMpoOBaHme
cob6bcTBEeHHOro Kkoga

Pa3paboTynk MOXXeT CaMOCTOATENIbHO BbICTaBAATb METPUKU N3 KOOa NPUNOXEHUS:
* Prometheus SDK (MHOXeCTBO S3bIKOB)

* App Metrics (.net)
« OpenTelemetry SDK (MHO>eCTBO s13bIKOB)

* Micrometer (java)

Muorue SDK nHterpupytotcsa ¢ gpenmmBopKkamMm 1 BbICTaBNSAOT METPUKU
aBTOMaTUYECKW.

private static readonly Counter ProcessedJobCount = Metrics
.CreateCounter("myapp_jobs_processed_total", "Number of processed jobs.");

ProcessJob();
ProcessedJobCount.Inc();
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CKpeunviHr

« 3apgaemM MHTepBan ckpenna
 3apaem URL apgpeca gns
, CKpeuna
, ;;ython-app * Ctatnyecku
:  [ITMHaMn4ecku

* N3 panna

* 13 KOHEYHOW TOYKM

* /I3 opKkecTpaTopoB U

npoBangepoB

. 10s

- localhost:8000




Ha3bik PromQL

histogram quantile( # Root of the query, final result, approximates a quantile.
0.9, # 1st argument to histogram quantile(), the target quantile.
sum by(le, method, path) ( # 2nd argument to histogram quantile(), an aggregated histogram.
rate( # Argument to sum(), the per-second increase of a histogram over 5m.

demo api request duration seconds bucket{job="demo"}[5m] # Argument to rate(), the raw histogram series over the last 5m.

)
)

histogram quantile(..) 5 results — method:2, path:3
0.9
sum by(le, method, path) (..) 130 results — le:26, method:2, path:3
rate(..) 702 results — instance:3, job:1, le:26, method:2, path:3, status:3

demo api request duration seconds bucket{job="demo"}[5m] 702 results — instance:3, job:1, le:26, method:2, path:3, status:3



NMponaBoaHbIE MeTPUuKum

groups:
- name: exampleGroup
rules:
- record: rateSm:http_request_duration_bucket:sum:without_instance
expr: sum without(instance) (rate(http_request_duration_bucket[5m]))

- record: node_memory MemFree_percent
expr: ( * node_memory_MemFree_bytes / node_memory MemTotal bytes)
labels:

[ resource: memory ]
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Alertmanager

: example
* Bblpa)eHune n3 ncxogHbix
: HighRequestLatency MEeTPUK
: avg(request_latency_seconds) > 0.5 pEEElelele]yel:lolskcA-RI=13I4L=
10m  OnuncaHme oTBETHOro OencTBuUg
. *k
: warning + 3apepxxka cpabaTbiBaHus *
' * MeTapaHHble *

: High request latency




M T
Moabop noporoBoro
HaA4vYeHnsA

 Ha ocHoBaHun HopmaTuBa / SLA / TpeboBaHunsa perynartopa
 Ha ocHoBaHMM aHann3a gonroCpoYHbIX TPEHOOB:
* B3ate MAX/MIN 3a nepviop,
* Micnonb3oBaTtb baseline — aBToMaTn4eckun BolHUCAAEMbIN O0NYCTUMbIN
nopor

Lower Limit Process Average Upper Limit

-60 -50 -40 -30 -20 -10 Mean 10 20 30 40 50 60
\ )




Oaw6opabl, Ha
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OpraHnzauvia pauubopanos

« CTpaTtermss MOHUTOPUHIa NepBUYHA - CTPYKTypa Aawbopaos u
KaTanoroB cnegyeT CTpaTeErmm U apxnTeEKType NpPoOyKTa

* Mlepapxmnyeckast CTPYKTypa - ot obuiero K 4aCTHOMY, OT OVerview K
OeTanam

* [1pOCTOMN MNOUCK - NOHATHbIE Ha3BaHWS, FPYNNNPOBKA NO KaTanoram u
TEMN



Xopowvv pawbopn

* [laHenn crpynnmupoBaHbl B TOrMYECKUE rpynnbl
* YKa3aHbl eOUHULbl U3BMEPEHUS
* [1paBunnbHO BbIOpaH MmacLwTab

* IHTYUTMBHO NOHATHbIE LiBETA: KPaCcHbIN - Npobnema, 3eneHbii
- OK

* ECcnmn MeTpuK HECKONBbKO - obaBneHa nereHpa
* YKka3aHbl noporu *

« [lobaBneHbl aHHOTaUUM *

» [lobaBnenbl panel links n data links *



Frequency

Median

[lepueHTUNb VS

KIIMeHTCcKun onbiT 50%
nosb3oBaTenen

cpenHee

Average - CpefHadTemnepaTtypa no

bonbHuLEe

90th percentile -

KNneHTckuun onblT 90%

nosib3oBarteneun

Response time
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SLI/SLO/SLA

 Service Level Indicator (SLI) — konnyecTBeHHasa oueHKa KadecTBa paboThl

cepBuca
[0e 100 9% - xopowo, a 0% - y>acHo

* Service Level Objectives (SLO) — ueneBoe 3Ha4yeHmne Hallero SL

 Service Level Agreement (SLA) - nyonun4yHoe 3Ha4eHne SLO

* Error Budget — cTeneHb HeBbINONHeHMA Hawmx SLO



Kak moXxeT
BbirnagaeTtb noaxon Kk SLI

C

[lpooykT Megalrave

CueHapwui [Nonck bunetos

NHpnkaTtop Bpemsa noncka bunetos < 500 mc B 99% cny4aes
UHpnkaTtop YcnewHbin nouck bunetos B 99.9% cny4aes

UHpukaTop OTcTaBaHmne nameHeHnn B base bunetoB < 30 cekyHA

CueHapui "OnnaTta 3akaza"

NHounkaTop ...



NMpunvep HOKaTopa

NHOnKaTop No 30/10TOMY CUrHany
Owunbkm - gennm Konn4yecTsBo
OLKNBOYHBIX 3aNpPOCOB Ha 0bLee
KONMMYeCcTBO 3anpoCcoB

Mcnonb3yem MeTpuKy KOnNn4ecTBa
3anpoCoB, NPOXOAALLNX Yepes ingress
k8s
nginx_ingress_controller_requests

sum(rate(

nginx_ingress_controller requests{status!~"[4-5].%", k8s cluster="my product"}
[Im])) by (ingress) /
sum(rate(

nginx_ingress controller requests{k8s cluster="my product"}
[Im])) by (ingress)
sum by(ingress)
rate

nginx_ingress_controller_requests{status!~"[4-5].*",k8s cluster="my product”}[1m]

sum by(ingress)
rate

nginx_ingress_controller requests{k8s cluster="my product"}[1m]

W, vy ",»mﬁ‘.ﬂy,w\r y
\



Status page

North America South America

Service

Amazon EventBridge Scheduler
(Canada-Central)

Amazon EventBridge Scheduler
(N. California)

Amazon EventBridge Scheduler
(N. Virginia)

Amazon EventBridge Scheduler (Ohio)

Amazon EventBridge Scheduler (Oregon)

Amazon API Gateway (Canada-Central)

Europe

RSS

A\

4

4

g 2 7

Africa

Asia Pacific

Today

©

©

© ®© O 6

Middle East

5 Oct

©

©

© © ©®© 6

4 Oct

©

©

© ®© O 6

3 Oct

©

© © ©®© 6

2 Oct

©

© © ©®© 6

1 Oct

©

©

© © ©®© 6

30 Sep

©

© © ©®© 6




aKJiode
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Checklist nocTtaHoOBKM Ha
MOHUTOPVHI

BbloenuTtb KntodeBble bu3aHec onepauun (cueHapun) npoaykta. HameTuTb TpebyeMbinl ypOBEHDb
KavecTBa SLA
OnpenennTb Kakne MHOMKaATOPbl Ka4ecTBa HY>XHbl ONA KOHTPONA CLugHapueB
HapuncoBaTb apxXUTEKTYPHYIO CXeMY NpoayKTa. BolgennTe KOMNOHEHTbI, CBA3U, BHELLUHUE
3aBUCUMOCTU N MHPPACTPYKTYPY
NocTaBNUTb HA MOHUTOPMHI KOMIMOHEHTHI, BIUAOLWME Ha KNKOYEBbIE CLUEHAPUN:

* [lokpbiTb NnyonunyHble API, web-nHtepdencol n BHelwHmne 3asncumocTtu black box

MOHUTOPMHIOM

* YcTaHOBWUTb 3KcnopTepbl/areHTbl ans coopa metpuk ¢ OC n ctopoHHero MO

*  WHCTpyMeHTUpOBaTb COBCTBEHHbIV KOO NPU HEODOXOANMOCTH
CospaTb TMNOBbIE gawbopabl ANg KaXXgoro KOMMNOHEHTbI N3 N4
OnucaTb MHOMKATOPLI U3 N2 Ha OCHOBE MeTpuK N4. Peann3oBaTb gawbopg KkadecTBa
HacTponTb anepTuHr Ha HapyweHne SLA u kntoyeBble METPUK KOMMOHEHT

[Nocne ka)xgow aBapuu, He BbIIBNEHHON MOHUTOPWUHIOM —
NPOXOOUTb MO YEK-NTMCTY CHOBA M cHoBa ©




NonesHblie CCbINTKM

https://prometheus.io/docs/prometheus/latest/querying/basics/

https://prometheus.io/docs/instrumenting/exporters/

https://qgithub.com/prometheus-net/prometheus-net

https://sre.google/sre-book/monitoring-distributed-systems/

https://www.dynatrace.com/news/blog/why-averages-suck-and-percentiles-are-
great/

https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/best-
practices/

https://docs.influxdata.com/telegraf/v1/plugins/

https://sloth.dev/
https.//www.atlassian.com/ru/incident-management/kpis/sla-vs-slo-vs-sii
https.//web.dev/i18n/ru/vitals/



https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/instrumenting/exporters/
https://github.com/prometheus-net/prometheus-net
https://sre.google/sre-book/monitoring-distributed-systems/
https://www.dynatrace.com/news/blog/why-averages-suck-and-percentiles-are-great/
https://www.dynatrace.com/news/blog/why-averages-suck-and-percentiles-are-great/
https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/best-practices/
https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/best-practices/
https://docs.influxdata.com/telegraf/v1/plugins/
https://sloth.dev/
https://www.atlassian.com/ru/incident-management/kpis/sla-vs-slo-vs-sli
https://web.dev/i18n/ru/vitals/

